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BEF APT BB

2.1 &k ET99

et FindToken(
unsigned char* pid,

int * count

)

LIREVEIH «
BN R 2 pid 1) ET99 4N,

S
pid:  [in™=fAnid, AW KE 8 M EIT TR
count:  [out]ids [ f) & 4% 45

LR
ET_SUCCESS: 4T #),Count Jy £ $£ 3t ET99 (% H .
ET_UNIT_NOT_FOUND: %A 1] LA fff, b Count B4 0.

2.2 FT7M4

et_OpenToken(
ET_HANDLE* hHandle,
unsigned char*pid,
int ind



BT APl B ERSL

TREVLIA :
FIIF45 € PID [IELE, B index $8 e FT TFEAERIZR 51, index Wiz T4 T 4.2
[¥) Token %0 H . HEARE 4 P UIRAS .

ZHL
hHandle: [out]4T T B HIAJHN, RIMIZ5HI ™, BELUS e 0
pid:  [in)4m A MBI A1) pid, A EACE 8 AN 1745 i
index: [in]#TFF55 index AMEAF 5 7% .

B .
ET_SUCCESS: #4713,
ET_UNIT_NOT_FOUND: T JF4i & i % £ I

2.3 KH&E%&
et CloseToken(
ET_HANDLE hHandle

)
DhBe i
RMIFRE BB
ZH:

hHandle: [in] #&4AH4.

AR
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ET_SUCCESS: Gl ).
ET_COMMUNICATIONS _ERROR: ¥ #JT#%.

2. 4 BEAEIX

et Read(
ET_HANDLE hHandle,
WORD offset,
int Len,

unsigned char* pucReadBuf

)

hREVEH] :
MAREMALE, BRIGEE AR 295 €K BUFFER o ek B0 5 2847
User KRR, HLH I LS AN eae 2 40k 3

24

hHandle: [in]¥% & ftk

Offset:  [in]{w#s &

Len:  [in]KJE, ANfeitBid 60, dn Skt i 25 2 K.

pucReadBuf:  [out]ist H IRl AF U 2 A7 X, R 2 (RUEZR v X K/ 3
DIt Len, A NTTBEF= AR RGAFIUR .

A [P
ET SUCCESS: F/ kM.
ET_INVALID_PARAMETER: LA(IIZ%L.
ET _NOT SET PID: %4 % PID.
ET_ACCESS DENY: AURAH.,
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ET_COMMUNICATIONS_ERROR: A7 T ¥4 o

2.5 EEfigX

et Write(
ET_HANDLE hHandle,
WORD offset,
int Len,

unsigned char* pucWriteBuf

)

Lhae vl
F buf 1, Length KA 2IHE € M WMAS . AT IOBURFE . B AARESA
A HAEEE ] RS I IE T ZER A v (IR . AR 2 aniREs.

24
hHandle: [in]# %% AJ4;
Offset:  [in]fW#%;
Len:  [in]KJ¥, ANfgiBid 60, dn SLHEad i 25 2k,
pucWriteBuf:  [in]% 5 AR 47 X $54t

I [FE
ET SUCCESS: F/nilid).
ET HARD_ERROR: fififf-4 15
ET_INVALID PARAMETER: LR(IZHL.
ET_NOT_SET _PID: %A ¥ & PID.
ET_ACCESS DENY: AR AM .,
ET_COMMUNICATIONS ERROR: %I T4 .
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et_GenPID(
ET_HANDLE hHandle,
int SeedLen,
unsigned char* pucSeed,

unsigned char* pid

)

hREVEH :

WIESHPRE A 7, A fbR iR R IR 51 AT A2
G RS T AR, WA LUG A 2 a0k 3 .

24
hHandle: [in] ¥4 fH;
pucSeed:  [in]®h 1+
SeedLen: [in]Fi 7K, /NP4 51;
pid: [out]™ /By S ARIR, A RE L 8 AN AT AT R

AR
ET SUCCESS: #/n/§k1;
ET_HARD _ERROR: fififf-4ii5
ET_INVALID_PARAMETER: LAIZHL;
ET_ACCESS_DENY: MRAM, FHEILLEUE SOPIN.
ET_COMMUNICATIONS_ERROR: #3145,
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2.7 FEAERENLEL

et_GenRandom(
ET_HANDLE hHandle,

unsigned char* pucRandBuf

)

Lhgis W] -

PR 16 T ATHIBERLEL EIZEER e BUF e 18T 2R BUF &/
16 5, 7 RAMO(E o o AR HAERE 45 RAS R PTH, ELAE B8 B0
LU, A REEAAE

ZH:
hHandle: [in]¥ %% fiJAR
pucRandBuf: [out]% 5 A1 92 72 X a5t

A -
ET_SUCCESS: F/nH.
ET_NOT_SET _PID: ¥ ¥ & PID
ET_INVALID PARAMETER: LXMZ%.
ET_ACCESS DENY: R R4,
ET_COMMUNICATIONS _ERROR: %A +T T4«

2.8 PR A PIN 5

et_GenSOPIN(
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ET_HANDLE hHandle,
int SeedLen,
unsigned char* pucSeed,

unsigned char* pucNewSoPIN

)

Lhhgisd ] -

RIS Hoh iR 7, FeAEgeEN, RIS HEE E AR newSOPIN
W B PR K BN REREE 51 AT . 1 # 75 ELA4UIE newSOPIN 42/ 16 77,
M= R PAF I . e FORES N, WD, 24k
AR A B BE AR A o I BRI SOPIN B4 M4074s, LARTFITA A 403 (R A % R L
MR FLELEH A AR, FHAEAHN SOPIN,  HEHiks: .

2

hHandle: [in]¥% & ftK

pucSeed: [in]/= AL L ] - AL T ZE IR 1.

SeedLen: [in]Ff7K A, /NP4 51

pucNewSoPIN: [out] H T-A7 780 AL R 4 H P B i Il g2 v X iR, 22 /b ml 2%
20 16 715,

A A
ET _SUCCESS: F/ M.
ET_HARD_ERROR: fififf4i5%
ET_INVALID_PARAMETER: LXIMZ%.
ET_ACCESS DENY: HURAH,
ET_COMMUNICATIONS_ERROR: 3T ¥4 .
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2.9 BELEAF PINIL

et_ResetPIN(
ET_HANDLE hHandle,
unsigned char* pucSoPIN

)

Lhgis W] -

HOB I E B A 16 A P, M TR dr AT A, T
AR S IR o

S
hHandle: [in] ¥4
pUcSoPIN:  [in[iBZH F &Y, 16 777,

I [FE -
ET_SUCCESS: #/Rx).
ET_HARD_ERROR: fifif}4i%
ET_NOT_SET _PID: ¥ ¥ & PID
ET_INVALID PARAMETER: LS5,
ET_COMMUNICATIONS ERROR: %I T4 .

R

WIS R 2K PIN 4%, I HATR(E 71 0XFO F1 ET_PIN_ERR_MAXC(OXFF)
Z ), 3 AT AT LUl S AR IS &ET _PIN_ERR_MASK(0XOF) 43 2198 4% it v .
IB[B] OXFO FRon MBI, a1 FIE ] OXFF £ ib il A, H pin 74GE AP HIIE .

9
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2.10 WEXH

et_SetKey(
ET_HANDLE hHandle,
int Keyid,
unsigned char* pucKeyBuf

)

The vt i :

SO HER e MY, EHEH T HMAC—MDS (1. H KEY 13k
5, S A T HMAC_MD5 O, SN B . LIRS,
FLAEY5E PRSI IR T A A B Al . AR 2 4IRES

hHandle: [in]¥% £ fUHK
Keyid: [in]# ., BUEIEH (1—8)
pucKeyBuf:  [in]KEY ZZA- X $5EF, KEY [l 5E 4 32 7.

A A
ET_SUCCESS: #75i3;
ET_NOT_SET _PID: %A & PID
ET_HARD_ERROR: fififf-4i5
ET_INVALID_PARAMETER: LX(HIZHL;
ET_COMMUNICATIONS_ERROR: #3145,

10
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2. 11 #izx{4 HMAC_MD5 #: 10

MD5_HMAC(
unsigned char * pucText,
unsigned long  ulText_Len,
unsigned char * pucKey,
unsigned long  ulKey_Len,
unsigned char * pucToenKey,
unsigned char * pucDigest

)

Dt vt i -

bR HMAC_MD5 [ #FSzEL, 2 RFC2104 Fpifk. 7T 7%/ TOKEN fif
PETRELN KEY o P g i, vLLS e Rg (g a8 /40 AT,
DASOUE SR IEM T BE A2 RS T A S0 22 4R

S
pucText:[in] 55 4b B 22 A7 X F5 5T, KT 0 /N T45T 51 AN
ulText_Len : [in]&dlEK A, KT 0 /M T45T 51
pucKey: [in]#%], f&hrift RFC2104, K FEn] LMER
ulKey Len: [in]J& 4K
pucToenKey: [out]filif 1572 M) KEY, [H& 32 #15.
PucDigest: [out]il & 45, [Hx 16 715,

3 [FE
ET SUCCESS: F/~ilid).

ET_INVALID PARAMETER: LAIZH.

11
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2. 12 75 HMAC_MD5

et HMAC_MD5(

ET_HANDLE hHandle,
int keylID,

int textLen,

unsigned char* pucText,

unsigned char *digest

)

DhREVEH] :

AL HMAC-MDS , pid A H I, 8RR SREERT KEY 1)

B . B AR .

=

"
S

hHandle: [in]i% 7 A)J#A

keylD: [in]Z 91457, Yol (1—8)

pucText: [in]fFit&%dE, KT 0/hT5T 51 Ay
textLen: [in]Z¥iKE, K+ 0 /NP4 51

digest: [out]HAI 45 R EHETRE, FBHEKEE 16 715,

AR [HIAF

12

ET SUCCESS: F/n/&1;

ET_NOT_SET_PID: %1% PID;
ET_INVALID_PARAMETER: LAMIZ%L;
ET_COMMUNICATIONS _ERROR: ¥ JT#% .
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2. 13 559F PIN 4

et_Verify(
ET_HANDLE hHandle,
int Flags,
unsigned char* pucPIN

)

DhBe i
WY, DRI 2 aRAS, A2 RG], BAERsh BUs, i
MNAHNL PR 22 4IRS o

S
hHandle: [in]¥# 4 f4k;
Flags: [in]#:ilF PIN BU267, LR,
pucPIN: [in] PIN f, [f]5E K 16 A 1h .

Flag BX

ET_VERIFY_USER_PIN | 50UF 12538 A P PINGS, Wi aGuridt, ik %18
PR

ET_VERIFY_SO_PIN BOAUE ) 2 R P PINGY, an RaG ki, e 2%
MR .

IR IBE

ET _SUCCESS: #7~3h;
ET_INVALID_PARAMETER: LAIZ¥;
ET_COMMUNICATIONS_ERROR: A5 T %% .

13
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R

WHRLEAF USER PIN 5ok # 6 SO PIN #5i%, WURLGIFHZ PIN 1945%, I
HA R EAE OXFO F1 ET_PIN_ERR_MAX (OxFF) 2 [i], A1 w] DL i 48 2 1
&ET_PIN_ERR_MASK (0X0F) 45 21 38 4% Tk X AL i JE A4 [7] OXFO /s L& i AL,
WMASE R OXFF RoRIRE AT,  H pin AL

2.14 B H 7 PIN A5

et_ChangeUserPIN(
ET_HANDLE hHandle,
unsigned char* pucOIdPIN,
unsigned char* pucNewPIN

)

DIREVLHH
e 3d H %565, M pucOIdPIN, 254 pucNewPIN . 538 H = 25 5K 2 [
SE N 16 FA . M A W ATERE AR T, dr BT RS, BT POk

AN

ZH:
hHandle: [in]i% & A)HA
pucOIdPIN: [in]J ka6, g [l ek 16 7719
pucNewPIN: [in]#r &, 50w 16 597

A [AE -
ET_SUCCESS: ®/R~li).
ET_HARD_ERROR: fififf-4i5
ET_NOT_SET_PID: %1% PID

14
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ET_INVALID PARAMETER: L(IZ%L.
ET_COMMUNICATIONS_ERROR: #A3+ JF %4«

‘HfE\:

WG S PIN %43, I H AT R (E/E OxFO A1 ET_PIN_ERR_MAXC(OXFF)
2 18], AT LB RIS &ET _PIN_ERR_MASK (0XOF) 5 218 43 B ik i B, i
WB[9] OXFO 7 CMBsE, W IE ] OXFF g6 UE 4%, H. pin G2 AP .

2.15 EHEZERE

et_ResetSecurityState(
ET_HANDLE hHandle

)

Lhfigis W] -
HEZARE, PIRES IR,

S
hHandle: [in]¥ £ fHR

R [AE -
ET_SUCCESS: &/nliIl;
ET_COMMUNICATIONS_ERROR: ¥#13+ JF %4«

2.16 HKEBEAFIS

et GetSN(
ET_HANDLE hHandle,

15
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unsigned char* pucSN

)

DyReis ] :
RAHELEF S5 o W LR ZARE N T . AR 2 aRE.

24
hHandle: [in]¥ £ fUHk
pucSN: [out] H A GRS P o1, KPR € 8 717

CAGIEIER
ET_SUCCESS: #7<i3;
ET_INVALID_PARAMETER: TXMIZ%:
ET_COMMUNICATIONS ERROR: WA T ¥4 .

2.17 BB &%

et_SetupToken(
ET_HANDLE hHandle,
BYTE bSoPINRetries,
BYTE bUserPINRetries,
BYTE bUserReadOnly,
BYTE bReserved

)

g ] -
XEEREAT IR o I AAEB ST AR R REAT . AR 240 IR %S .

16
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S

hHandle: [in]# %% fiAR

bSoPINRetries: [in]i#4% PIN A Bk, Yo 0—15, 0 FrmKimAwa
B

bUserPINRetries: [in]H /" PIN 3 Bk %L, YoMl 0—15, 0 RRKiZAH
BIE;

bUserReadOnly: [in]is 5/ A Sekrid, W1FK;

bReserved: [in]frF 5, 2k 0,

bUserReadOnly 598
ET_USER_WRITE_READ s
ET_USER_READ_ONLY Jagr

R [AE -
ET_SUCCESS: H/R.
ET_HARD_ERROR: fififf-4i%.
ET_INVALID_PARAMETER: TR(HIZHL.
ET_ACCESS_DENY: R FEAW .,
ET_COMMUNICATIONS_ERROR: A7 T ¥4 o

2. 18 ¥THF LED 4T

et_TurnOnLED(
ET_HANDLE hHandle
)

LhBe il
177 LED AT, fEHARSE. BEAVIRES A, At aoRE. e,
LED ] 2 ¥ 521 .

17
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ZH:
hHandle: [in]¥% £ fUkk

AL
ET SUCCESS: F/nilid).
ET_ACCESS DENY: HRAEE,
ET_COMMUNICATIONS_ERROR: #3145,

2.19 <A LED 4T

et_TurnOffLED(
ET_HANDLE hHandle

)
hfe i .
KM LED 4T, 4K, BEAREAH, A2 RE w&ndE,
LED 4772 5511

24
hHandle: [in] ¥ £ fUHK

AR [F A
ET_SUCCESS: #/R).
ET_ACCESS_DENY: R FEAW .,
ET_COMMUNICATIONS _ERROR: #4145

18



3.1 EOREHIEENE

W 18 594

ET_SUCCESS 0x00 BRI EIAT )
ET_ACCESS DENY 0x01 Vi a4, BURAE
ET_COMMUNICATIONS_ERROR | 0x02 WIREDE, WA
ET_INVALID_PARAMETER 0x03 LN, SHH
ET_NOT_SET_PID 0x04 WAHWHE PID
ET_UNIT_NOT_FOUND 0x05 FIFFHRE B A RN

ET HARD ERROR 0x06 (DRESERPR
ET_UNKNOWN_ERROR 0x07 RFNEIR

TiAh, A AN E EE S B P AEAIE PIN A2, F RS PIN 5
CIRFW/ ¢V
ET_PIN_ERR_MASK 0XOF B530F PIN AL
ET_PIN_ERR_MAX OxFF YOAE PIN T4 U2 HAGEABIZE
3.2 PINWBir&
i {1 =9

ET_VERIFY_USERPIN | O

TR KRl S pin

ET_VERIFY_SOPIN 1

FoREUEE Y P pin

19



ET99 £ Ihfesi APl FF & T v1.0 ik

3.3 HIEXHEERE

(i {H =94

ET_USER_WRITE_READ | 0 TR BRI AT

ET USER_READ ONLY |1 FE B X A AR
AL,

3.4 HEPID

CONST_PID “FFFFFFFF”

20






